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Risk-Based Quality 
Management:
What It Is & How Technology Can Drive Change
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New technology like wearables, mobile apps, telemedicine and tools such as 

electronic patient-reported outcomes (ePRO) and the internet of things (IoT) 

are making it easier for patients to participate in clinical trials. Electronic data 

recording and reporting tools allow sponsors to more efficiently collect and 

transmit clinical data, while electronic medical records (EMRs) allow them 

to gather real-world evidence. 

This technology — and the data it generates — holds promise to reduce time 

to market and improve efficiency. Still, many clinical trial sponsors have 

questions about how to gather collective insights and apply them to improve 

their clinical trials. The answer resides in risk-based quality management 

(RBQM), which dictates a new way to design, manage and monitor clinical 

trials. Implementing these guidelines, however, requires a sea of change from 

companies that have used the same process for decades.

Slow adoption by the industry has forced regulators to step in to ensure 

that clinical research continues to make forward progress. To ensure 

patients have access to essential therapies, without exorbitant prices, the 

International Council for Harmonisation of Technical Requirements for 

Pharmaceuticals for Human Use (ICH), the European Medicines Agency 

(EMA) and the U.S. Food and Drug Administration (FDA) have issued 

guidelines for managing, monitoring and reporting clinical trial data that 

collectively make up an RBQM approach.

By designing a study with risk in mind, as RBQM requires, sponsors can 

better understand, prepare for and mitigate risk, leading to improved 

quality, subject safety and odds of success. With an understanding 

of what’s required of the people, processes and technology involved, 

sponsors can implement a comprehensive RBQM strategy.

A fundamental shift 
is in motion in the way 
pharmaceutical and medical 
device companies design 
and run clinical trials.



Risk-Based Quality Management 
The identification of the risks on a continuous basis 
for all risk-bearing activities throughout the design, 
conduct and evaluation of clinical trials.

Risk
Any uncertain event or situation that has the potential 
to adversely impact subject safety and/or data integrity 
essential to decision making or study objectives.

Issue
Any uncertain event or situation that already exceeds 
predefined tolerance levels and adversely impacts 
subject safety and/or data integrity essential to 
decision making or study objectives.

3



4

RBQM adoption is not just an option but has become an expectation. It’s part of 

ICH’s Good Clinical Practice (GCP), which is an international ethical and scientific 

quality standard for designing, conducting, recording and reporting clinical trials.1

ICH E6 (R2), an amendment released in 2016, took effect in the European 

Union (EU) in 2017. A draft version of the latest amendment, ICH E8 (R1), 

was released in May 2019. In the United States, the FDA built on ICH E8 

(R1) by issuing draft guidance around RBQM in July 2019. 

RBQM Defined
RBQM is a system for managing quality throughout a clinical trial. It 

is data-driven but can involve both manual and automated tools. An 

RBQM strategy needs flexibility to adapt to an ever-evolving environment.

Two of RBQM’s key components include:

• Quality by Design (QbD), described by ICH as a systematic 

approach to evaluating, understanding and refining drug 

development to learn what affects critical quality attributes.2 

RBQM: A New Approach 
to Monitoring Risk

That awareness helps sponsors establish a strategy to facilitate 

continual improvement and innovation.

• Risk-Based Monitoring (RBM), using available technology to 

identify and mitigate risks that pose a negative impact on the 

study participants and data quality.3

Why Now?
Representatives from the United States, the EU, Japan, Australia, 

Canada, the Nordic countries and the World Health Organization 

helped develop ICH GCP guidelines more than 20 years ago. 

Finalized in 1996, they are considered the global standard to 

safeguard human health. 

Recognizing the new opportunities for efficiency and data quality 

that today’s technology presents, ICH issued its recent GCP 

amendments. The updates encourage sponsors to use technology to 

develop more efficient approaches to clinical trial design, conduct, 

oversight, recording and reporting.
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What Needs to Change?
“On-site monitoring with high SDV [source data verification] is not the 

only way to ensure patient safety,” said Mike Arlotto, founder and 

president of Remarque Systems, a clinical trial quality-management 

platform. “When you design a protocol with risk in mind, you can create 

a monitoring plan based on those risks.”

Traditionally, clinical trials rely heavily on SDV to ensure data quality 

and safety. However, evidence shows sponsors can reduce SDV by up to 

90% without affecting data quality. Centralized monitoring — the ability 

to evaluate data from multiple sites and sources remotely — can identify 

most of the errors caught in on-site monitoring visits.

RBQM also requires sponsors to consider risk before or during protocol 

development, rather than assessing risk afterward. “Factoring risk into the 

protocol could guide you to a different design,” said Amanda Coogan, 

Remarque Systems’ risk-based monitoring senior product manager. “If you 

take time to critically think about your endgame, your highest risks and how 

to mitigate those risks within the protocol itself, you simplify the entire study.”

For this reason, the FDA and other regulators recommend RBM that 

incorporates centralized monitoring, source data review and off-site 

review, using SDV when necessary. A flexible, trial-specific approach 

based on risk allows site monitors to focus on high-value tasks while 

leaving less-critical transcription errors to computer-based techniques.4

“Factoring risk into the 
protocol could guide you 
to a different design.”
Amanda Coogan, risk-based monitoring senior product manager, 
Remarque Systems

https://remarquesystems.com/
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A risk-based approach is essential to ensure quality, safety and 

effectiveness of pharmaceuticals in today’s clinical trial environment. If 

drug developers use data to prove safety and efficacy, what happens 

when a deluge of data floods researchers?

Data from genomic sequencing, wearable devices, ePRO, eConsent, and 

virtual or partly virtual trials (aka decentralized trials) — all elements of 

today’s clinical trials — can overwhelm researchers and IT departments. 

Making the best use of data from multiple, disparate sources requires a 

new approach to RBQM. 

“The technology and manpower we would need to corral all the available 

data sources into one place to make reliable decisions is not feasible,” 

said Remarque Systems senior customer implementation manager, Erika 

Horan. “Risk-based quality management shifts the focus to the data that's 

most important with respect to safety and efficacy.”

How RBQM Helps Prove 
Safety and Effectiveness
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High-Priority Data
Determining which data is high priority varies by study and by endpoint. 

Researchers conducting an oncology study, for example, may not consider 

certain adverse events as alarming as they would in a dermatology study 

using healthy participants.

Assessing risk, sponsors must decide what information they require to 

make informed decisions and how they will reach those decisions based 

on objective data. Certain decisions also depend on the level of risk a 

sponsor can tolerate; again, based on objective, verifiable data.

What Regulators Want: Documentation and Oversight
“ICH left its guidelines intentionally vague,” Arlotto said, “so pharmaceutical 

manufacturers could use their best judgment when developing an RBQM 

strategy.” FDA guidance gives a wealth of recommendations; in essence, 

the regulator wants documentation and oversight.

“They want to know you’ve taken a risk-based approach to managing 

your study,” Arlotto said. “They want to see your defined risks and 

prioritization of risks, as well as mitigation and contingency plans.”

Regulators, however, want more than plans. They want proof the sponsor 

did its due diligence throughout the clinical trial. “You have to show the 

metrics you tracked and that you had thresholds set on those metrics,” 

Coogan said. “So when adverse events get to a number that's a little 

high, you get an alert from the system.”



8

The documentation doesn’t stop there. Sponsors also have to show who 

received that alert and the steps that person took to address and mitigate 

the alert. “Ultimately, you have to tell your story with data,” Coogan said.

Stories Found in Study, Site and Patient Data
The data recorded, monitored, analyzed and reported on comes from patient, 

site and study data. Study data, which includes data from the study itself as 

well as operational data, helps sponsors determine Quality Tolerance Limits 

(QTL) and Key Risk Indicators (KRI). QTLs are limits that, when exceeded, 

trigger an evaluation to determine if there is a systemic issue. Examples 

include protocol violations, missing or incomplete endpoints, and adverse 

events of special interest. QTLs are an expectation in ICH E6 (R2). 

KRI is a measure of the possibility of future adverse effects. KRIs help 

sponsors detect potential issues before they become issues.

All these types of data have to be monitored; they all have to come 

together; and they all affect the determination of safety and efficacy.

“Ultimately, you 
have to tell your 
story with data.”
Amanda Coogan, risk-based monitoring senior 
product manager, Remarque Systems
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Regardless of a clinical trial’s size, duration or the amount of data it 

generates, sponsors can implement RBQM. The EMA, in a reflection 

paper on RBQM, recommends a scalable approach to cover the needs 

of academic researchers, pharmaceutical companies of varying sizes 

and CROs.5 

Further, RBQM is an adaptive approach: It intends to focus monitoring 

and activities on areas with the greatest potential to affect subject 

safety and data quality. Sponsors can tailor or scale RBQM to suit the 

risk assessment and study protocol.

Why 
Scalability Matters

Moving toward a systematic, proactive, risk-based approach takes time 

and resources. The rewards of that investment include higher-quality, 

safer clinical trials, with less risk of failure.

Steps to Implementation
Executing RBQM effectively requires a change in procedures, culture 

and technology. Rhonda Roberts, who spent nearly 12 years in clinical 

research before joining Remarque Systems in 2018 as senior customer 

engagement data scientist and biostatistician, has seen companies 

try to retrofit their existing processes to fit RBQM. This could mean 

using ad hoc technology, assigning siloed staff into new roles without 

eliminating the silos or adding RBM on top of an existing protocol.
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An ad hoc approach won’t result in quality improvements. It may even 

increase operational costs. RBQM requires change in the following areas:

• People. A change in people starts with buy-in. Leadership buy-in 

fuels the operational, staff and technology changes required 

for an RBQM approach. Operational buy-in ensures staff will 

be motivated to work in a new way and use new technology.

RBQM stakeholder buy-in includes people within clinical operations, 

data management, safety, IT and regulatory, among others. These 

stakeholders must all be on board with RBQM, as well as understand 

what will become clearly defined roles in the process.

• Processes. RBQM requires a move away from siloed people and 

departments. Traditionally, departments operated independently, all 

with separate standard operating procedures. “Risk-based quality 

management asks that we all, an entire study team, own these 

processes,” Roberts said. Process also involves redefining roles and 

responsibilities to align with an RBQM framework. That may include 

hiring central monitors, redefining project manager roles and/or hiring 

new vendors. It also includes developing procedures around how to 

identify, address and mitigate risks.

 

• Technology. RBQM requires access to multiple types of data 

from multiple systems and sources. A shift in technology starts with 

understanding who owns the data, who has authority to share that data 

and how it can be shared. It continues with determining how to access 

that data. Do you need to invest in technology to implement RBQM? 
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How AI and Machine Learning Can Help You Scale
An RBQM platform should not only help identify and monitor risk in real 

time but also predict future risk. Artificial intelligence didn’t exist when ICH 

first published GCP guidelines. Now, it’s a powerful tool for predicting risk.

“Instead of identifying issues at the end of a trial, we want to identify issues 

as they arise and proactively train sites and personnel to take action,” 

Roberts said. “Once we can really operationalize that effectively, the next 

step is to predict issues beforehand versus as they arise.”

“We want to identify issues 
as they arise and proactively 
train sites and personnel to 
take action.”
Rhonda Robert, senior customer engagement data scientist and biostatistician, 
Remarque Systems
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Crystal Stone, director of customer engagement for Remarque Systems, 

recalled working in medical-device clinical trial operations before joining 

Remarque in 2018. EDC, IRT and CTMS systems wouldn’t talk to one 

another, she said. “If you had to do any sort of analysis, many times, you 

couldn't. You couldn't combine information and get a big picture of what 

was happening in your trial.”

This compatibility issue still exists. New data coming in from wearables, apps and 

other technology adds another layer of challenge. This makes it more difficult to 

not only proactively identify risk but also spot red flags during the course of a trial.

RBQM is about using available technology to streamline processes. 

Wouldn’t it make sense to view site, patient and study data all in one place?

The latest RBM technology does just that. Remarque Systems’ platform 

aggregates data from EDC, IRT and CTMS systems. Finally, these separate 

systems can talk to one another through another layer of technology. The 

platform also brings in data from wearables, EMRs and other sources to give 

sponsors the information needed to analyze risks, set alerts and take action.

How Technology Can Help 
Simplify RBQM  
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Instead of reconfiguring massive amounts of data, the Remarque Systems 

platform aggregates all data in its current format, from legacy data to 

the latest data. Analytics and machine learning provide insights needed 

for RBQM from protocol design to regulatory submission. Customers have 

used the platform for data cleaning, to improve study efficiency and to 

detect and mitigate fraud. 

“This is a new way of doing things,” Stone said. “If this is what you want, 

which I think most people in our industry would say yes, the next hurdle is 

making the changes to people and processes to use this type of platform as 

part of a more efficient process.”

“The next hurdle is making 
the changes to people and 
processes to use this type of 
platform as part of a more 
efficient process.”
Crystal Stone, director of customer engagement, Remarque Systems
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Clinical trial operations have traveled a bumpy road over the past 25 

years. When EDC software emerged, many sponsors resisted complete 

change, opting to incorporate software into their paper-form systems. 

Without incorporating new processes, adding new technology made EDC 

more cumbersome, not less.

When technology drives change — for example, letting an RBQM 

platform spur change in people and process — it yields more efficient, 

effective results.

“We're not living up to patient-safety and data-quality standards, 

and medications and therapies are still too expensive,” Roberts said. 

“Companies such as Google, Amazon and Apple, they're already getting 

into the atmosphere of clinical research through their smart devices. If 

we're not going to leverage the data in a way that promotes better-

quality clinical trials in every aspect, other people will. That’s why these 

guidelines around risk-based quality management are so important.”

Conclusion
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About Remarque Systems
Remarque Systems is a provider of solutions for risk-based monitoring, 

in-process analytics, and continuous development for data quality 

improvement. Headquartered in Raleigh, N.C., with a development 

center in Indianapolis, Remarque Systems has developed the first fully 

integrated workflow system to design, deploy, and manage clinical 

trials. For more information about the Remarque Systems Platform, 

please visit the company’s website at www.RemarqueSystems.com or 

email info@RemarqueSystems.com. Also, follow Remarque on LinkedIn 

and on Twitter @RemarqueSystems.

Learn More

www.RemarqueSystems.com
mailto:info%40RemarqueSystems.com?subject=
http://www.remarquesystems.com/
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